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No Qn. 
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11 

Course: Cryptography 
Duration: 75 minutes 

a) Construct the arithmetic modulo 11 table for addition and 

multiplication and also find additive and mnultiplicative inverse modulo 

Note: Answer any two full questions 

Question 

b) Explain with necessary steps, Euclidean algorithm to find the GCD of 

two integers. 

i. f(x)=x+x+1 and g(x)=x'+x+1 

PART A 

2 a) Explain the Group, Ring and ield briefly with examples 

1. 

b) Determine GCD of following polynomials over GF (2) 

OR 

ii. f(x)= x+xty+t+1 and g(x)=+tx+1 

b) Prove the following: 

3 a)The Advanced Encryption Standard (AES) Uses arithmetic in the finite 

field GF (28), with the irreducible polynomial m(x) = x8 4x*+x³ + x+ 

PART B 

Perform the addition and subtraction of the following polynomials. 

fx) = ó +x3 +x'+x+ 1 and g(x) = x' + x2 + 1 

Signature of 
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b) Explain in detail with block diagram the symmetric model of 

Cryptosystem. 
OR 

a) Determine the GCD of the following numbers along with x, y using 

Extended Euclidean algorithm: GCD (1915, 899) and find the inverse. 

Also find the multiplicative inverse of (x +x +1) mod (x +x+ x3+ 

x+ 1) with V,(x), W.(%) 

i. [(a mod n)+(b mod n)] mod n=(a+b) mod n 

ii. [(a mod n)x(b mod n)] mod n=(axb) mod n 
iv. If a =b mod n and b=c mod n then a c mod n 
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IA- 1 

Course: Cryptography 
Duration: 75 minutes 

a) Construct the arithmetic modulo 11 table for addition and 

multiplication and also find additive and multiplicative inverse modulo 

Note: Answer any two full questions 

Question 

1 

PART A 

b) Explain with necessary steps, Euclidean algorithm to find the GCD of 

two integers. 

2 a) Explain the Group, Ring and Field briefly with examples 

b) Determine GCD of following polynomials over GF (2) 
i. f(x)=*+x+1 and glx)=x+x+1 

OR 

i. f(x)= x+x*+y°t+1 and g(x)=xtx+x+1 

b) Prove the following: 

3 a) The Advanced Encryption Standard (AES) uses arithmetic in the finite 

field GF (28), with the irreducible polynomial m(x) = x+x+x'+x+ 

PART B 

Signature of 

Perform the addition and subtraction of the following polynomials. 

f(x) = x6 + x3 +x'+x+ 1 and g(x) = x' + x² + 1 
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b) Explain in detail with block diagram the symmetric model of 

Cryptosystem. 
OR 

4 a) Determine the GCD of the following numbers along with x, y using 

Extended Euclidean algorithm: GCD (1915, 899) and find the inverse. 

Also find the multiplicative inverse of (x +x + 1) mod (x + x + x3 + 
x+ 1) with V.(x), W.(x) 

i. [(a mod n)+(b mod n)] mod n=(a+b) mod n 

ii. [(a mod n)x(b mod n] mod n=(axb) mod n 

iv. If a =b mod n and bCmod n then a ECMod n 
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Sub code:17EC744 

Q.No 

1.a 

1.b 

2.a 

|7 

Construct the arithmetic modulo 11 table for addition and multiplication and also find 

additive and multiplicative inverse modulo 11 
Addition Table 

88 
99 10 
10 10 

10o 

10 

10 

9 10 

Tn-2 

910 
10o 

10 

a = g1b + n 

CRYPTOGRAPHY 

IA 1 Scheme and Solution 

a oe = a. 

Multiplication table 

n-1= g,+1 + 0 

d =gcd(a, b) = rn 

A 

OR 

1 

2 

3 

4 

7 

Additiveative 
Inverse Invers 

10 

9 

7 

6 

3 

Muttip 

2 

10 1 

1 

6 

9 

Explain with necessary steps, Euclidean algorithm to find the GCD of two integers. 

2 

8 

7 
5 
10 

Explain the Group, Ring and Field briefly with examples 
A set of objects, along with a binary operation on the elements of the set, must satisfy the 
following four properties for the set of objects to be called a group: 

Closure with respect to the operation. Closure means thatif a and b are in the set, then the 
element a "b=cis also in the set. The symbol " denotes the operator for the desired 
operation. 

Associativity with respect to the operation. Associativity means that (a o b) "c=a 
" (boc). 
Guaranteed existence of a unique identity element with regard to the operation. 
An element e would be called an identity element if for every a in the set, we have 

The existence of an inverse element for each element with regard to the operation. 
That is, for every a in the set, the set must also contain an element b such that a ob 
-e assuming that e is the identity element. 

If the operation on the set elements is commutative, the group is called an abelian 
group. An operation is commutative ifa o b=b o a. 

Ring is typically denoted {R,+,x} where R denotes the set of objects, '+' the operator 
with respect to which R is an abelian group, the 'x* the additional operator needed for R to 

Marks 

(3+4+1) 
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(3+3+1) 

3+3+2 
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2.b. 

3.a 

form a ring. 
R must be closed with respect to the additional operator 'x. 
must exhibit associativity with respect to the additional operator 'x'. 

The additional operator (that is, the "multiplication operator") must distribute 
over the group addition operator. That is a(b + c) = ab + ac and ((a + b)c = ac + bc 

A ring is commutative if the multiplication operation is commutative for all elements in 
the ring. That is, if all a and b in R satisfy the property 

ab = ba 
An integral domain {R,t,x} is a commutative ring that obeys the following two 
additional properties: 

Muitiplicative Identity: The set R must include an identity element for the 
multiplicative operation. That is, it should be possible to symbolically designate an 
element of the set R as '1' so that for every element a of the set we can say 

al = la =a 
No zero divisors: Let 0 denote the identity element for the addition operation. If a 
multiplication of any two elements a and b of R results in 0, that is 

So gcd=1 

if ab =0 then either a or b must be 0. 
A field, denoted {F,+,X}, is an integral domain whose elements satisfy the following 

additional property: 
For every element a in F, except the element designated 0, there must also exist in 
F its multiplicative inverse. That is, if a EF and a 6=0, then there must exist an 

elementbeF such that ab = ba = 1 
Determine GCD of following polynomials over GF (2) 
. f(x)=x'+x+1 and gx)=x+x+1 

ii. f(x)= x+xt++1 and g(x)=x++x+1 
x2+x+ 1) x3 + x+ 1(x+ 1 

x³+x2+x 

+ 

x+x 
x2+x+1 

q=x+ 1 and r=x 

x) x2+x+ 1(x+ 1 
x2 

x+1 

1 
q=x+1 and r =1 

1) x(x 

The Advanced Encryption Standard (AES) uses arithmetic in the finite field GF(28), with 
the irreducible polynomial m(x) = x+x+ * +x+ 1. 
Perform the addition and subtraction of the following 
polynomials. f(x) = x6 +x + x² +x+ 1 and 
lg(x) = x' + x + 1 
Addition f(x)tg(x)= 

x6 + x+ x3+x2 +1 
x5 + x+1 

f(x)+g(x)= x6 + x5 +*+ x3 + x2+ * 

3+4 

3+5 
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3. b 

4. a 

Multiplication f(x)xg(x)= (x6 + x*+**+ x+1) x x5+x+1 
= x11 + x9+ x8+ x6 + x2 + x+1 

x8t x*+ x³ +x+ 1) x11 + * + x8 + x6 +*+x+1(*3 +x+1 
*ll+x?+xbtxtx3 

x9+x®+x?+x+*3+x2+x+1 
x+x5+x4 + x? +x 
x8+ x7 x54 x3 +1 
x8+ x4+x3+ x+1 
x?+x5+ x+x 

f(x) × g(x) =x7+ x5+ x+x 
Explain in detail with block diagram the symmetric model of Cryptosystem. 

Eneryption 

qi(x)=x 

gorithm 

Key 

Cryptanalyst 

Y= EK, X) 

Secure channe 

Decrption 
algoritha 

GCD = 1, Multiplicative inverse is -311 

Determine the GCD of the following numbers along with x, y using Extended 
Euclidean algorithm: GCD (1915, 899) and find the inverse. Also find the multiplicative 
inverse of (* tx + 1) mod (*® +x* + x°+x+1) with V(x), W() 

ii) multiplicative inverse of (r +x + 1) mod (r + x*+ x° +x+ 1) with V(x), W(x) 

ri(x)= x + x3 + x2 + 1 
Vi(x)-v.1(x)-(vo(x)X q1(*))=1 

Destination 

vi(x)=V:2(x)-(Vi-1X qi(x)) 
wi(x)-Wi-ax)-(W1X qi(x)) wi(x)-w.(x)-(wo(x)>X q1()=x 
Similarly calculate vi (x) and w(x) until r(x)-0 

Explanation 

Multiplicative inverse of b(x)=x? + x+1 over mod(g(r)) =x? 

Principat 
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4. b 

Inialzain )+t*t+r+t)=l;-() =0 
|M)=++ )=t)=1 

heratica I 

leration 2 

leratioo 3 

Iteraion 4 

Resut 

)=++* l:)=t++rt1 

Prove the following: 

eg)P++r)=1 
-f++1+l;)=r 

i- [(a mod n)+(b mod n)] mod n=(a+b) mod n 
ii. ((a mod n)x(b mod n)] mod n-(axb) modn 

111. 

iv. If a =b mod n and b=C mod n then a C mod n 

1V. 

Let (a mod n) = Ra and (b mod n) = Rb. Then, we can write 
a = Ra+ jn for some integer j and b = Rb + kn for some integer k. 

(a + b) mnod n = (Ra + jn + Rb + kn) mod n 
= [Ra + Rb + (k +j) n] mod n 
= (Ra + Rb) mod n 
= [(a mod n) + (b mod n)] mod n 

[(amodn)x(bmodn)]modn=(axb)modn 
LHS-(amodn) *(bmo dn) ]modn 

- (Ra x Rb] modn 
RHS-{axb)modn 

=[(Ra + jn) x (Rb + kn)]modn 
-[(Rax Rb) +(GXRb)+(kxRa)+ýxkxn) X n)]modn 
Since nmodn=0 

=[Ra x Rb] modn So LHS-RHS hence proved 

Since a b (mod n), it follows that n | a - b. We may use a result from the 
previous section (specifically, the result that asserted that any multiple of a 
number divisible by n was also divisible by n), to derive fromn |a-bthat 

n |(-1)· (a- b), or, arithmetically simplifying, n|b- a. Then, by definition, b=a (mod n), 

3+2+2 
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